In this paper, we show that the fundamental concepts behind the Ntrū cryptosystem can be extended to a broader algebra than Dedekind domains. Also, we present an abstract and generalized algorithm for constructing a Ntrū-like cryptosystem such that the underlying algebra can be non-commutative or even non-associative.
Introduction
Ntrū is a probabilistic public key cryptosystem that was first proposed by Jeffrey Hoffstein, Jill Pipher and Joseph H. Silverman in the rump session of Crypto 96 and its precise and operational description was officially published in 1998 [HPS98] . Ntrū is classified as a lattice-based cryptosystem since its security is based on intractability of hard-problems in certain types of lattices, contrary to RSA or ECC. On the other hand, Ntrū is also classified as a probabilistic cryptosystem as each encryption process involves a random vector (ephemeral key) and, hence, corresponding to a single message there are many possible encrypted forms.
Compared to other well-known cryptosystems such as RSA, ECC or ElGamal, the greatest advantage of Ntrū is that it is based on convolution polynomial ring with coefficients in Z whose inherent complexity is rather low, amounting to O(N 2 ) in worst-case. Computational efficiency along with low cost of implementation have turned Ntrū into a very suitable choice for a large number of applications such as embedded systems, mobile phones, RFID tags, portable devices and resource constrained devices [BCE + 01, Kap06] .
During the past ten years, Ntrū has been scrutinized by numerous researchers and despite some minor flaws, its main core is still assumed to be safe. Most sophisticated attacks against Ntrū are based on lattice reduction techniques. Although two famous lattice problems, Shortest Vector Problem (SVP) and Closest Vector Problem (CVP), have shown to be among NP-hard problems [Ajt98, Mic01a, Mic01b, MG02] , however, the lattice problem arising in Ntrū is classified as a Convolution Modular Lattice (CML) and it is not determined, yet, whether or not the cyclic [GOS02] never had a desirable result and was broken soon after [Kou06] , however, it resulted in a better understanding of the Ntrū cryptosystem and suggested the idea of replacing Ntrū algebraic structure with other rings, free modules and algebras.
Ntrū relies on two fundamental concepts: according to the first concept, this cryptosystem has acquired its inherent security from intractability of the Shortest Vector Problem (SVP) in a certain type of lattice which is assumed to be a NP-Hard problem. From this aspect, Ntrū is different from all known cryptosystems like RSA or ECC. According to the second concept that has not been considered in the sense of algebraic generalization, is the possibility of decryption failure, which may lead to the concept of provable security (though this feature has not been proven yet). In Ntrū, decryption failure arises from the fact that there is no well-defined and In this paper we show that fundamental concepts of Ntrū can be extended to a broader algebra than of Z. As a matter of fact, this paper presents an abstract model for extending Ntrū core to an algebra (in the sense of Cayley-Dikson construction method) beyond Dedekind domain along with sufficient conditions for correctness of the cryptosystem core. To make our claim more concrete, two functional cryptosystems are presented. Those two examples are public key cryptosystems with non-associative and non-commutative algebraic structure which can be implemented in software or hardware in addition to crossing borders of Dedekind domain.
This paper is organized as follows: Section 2 summarizes the Ntrū cryptosystem over any arbitrary Dedekind domain including Z. In section 3, we present our claim regarding possibility of building a cryptosystem over an algebra up to some constraints. In section 4, a brief description of two cryptosystems on the basis of our claim will be provided and correctness of the proposed cryptosystems will be shown.
Ntrū Cryptosystem over a Dedekind Domain
This section briefly introduces the Ntrū cryptosystem over a Dedekind domain including Z. It is presumed that the reader is familiar with precise details of this cryptosystem as well as concepts of abstract algebra. Otherwise, references [HPS08] and [Rot02] are recommended for comprehensive introduction to Ntrū and abstract algebra concepts, respectively.
Suppose D is a Dedekind domain and consider the convolution polynomial ring
1) with multiplication denoted by the symbol , where N is a fixed prime number. Let a be an arbitrary element in D and < a > be the ideal generated by a.
which is evidently isomorphic to R/ < a >. Let p and q be two elements in D such that < p > 
While f , g, f −1 p , and f −1 q are kept private, the public key h is computed as follows
Encryption. The system generates a random polynomial φ ∈ L φ , called the blinding polynomial (or ephemeral key), and converts the input message to a polynomial m ∈ L m . The ciphertext is computed as follows
Reduction modulo the ideal < q > is performed based on a predefined mapping which assigns a member of D as a representative to each equivalence class D/ < q >. Let denote the set of all representatives for each equivalence class modulo the ideal < q > as S.
Decryption. The first step of decryption process starts by multiplying (convolving) the received polynomial e by the private key f
In the second step, the coefficients of a ∈ R q are identified with the equivalent representatives in
S.
Assuming that the public parameters have been chosen properly, the resulting polynomial is exactly equal to p.g φ + f m in R. With this assumption, when we reduce the coefficients of a modulo < p >, the term p.g φ vanishes and f m (mod < p >) remains. In order to extract the message m, it is enough to multiply f m (mod < p >) by f −1 p .
Successful Decryption. In order to ensure that the decryption process never fails or has a very high probability of succeeding, we have to impose some constraints on the cryptosystem constants and derive conditions under which the coefficients of p.g φ + f m in R lie in S almost always. For example, in standard Ntrū if the public parameters (N, p, q, d) are chosen to satisfy q > (6d + 1).p then decryption process will never fail. However, to have a better performance and also to reduce the size of the public key, smaller value of q may be chosen for q such that the probability of decryption failure be very small of order 2 −80 [HPS08, p. 395].
Security of Generalized Ntrū over Dedekind Domains. When one selects an arbitrary
Dedekind domain as D, an efficient and functional cryptosystem will emerge, but the security and efficiency of the cryptosystem have no connection to its abstract definition and must be studied precisely and independently. In [Kou06, Kar07] , it has been proven that besides Z, if we choose D to be one of the Dedekind domains:
], a Ntrū-like cryptosystem will emerge that works well and enjoys high security. On the other hand, in CTRU where the ring of integers is replaced by the finite field GF (2 k ), the emerged cryptosystem is totally insecure [Kou06] .
From Dedekind domain towards a broader algebra
In this section, we present our claim regarding the possibility for replacing Dedekind domains by a broader algebra and generalizing Ntrū cryptosystem based on R-Algebra; we call this extension
Gtru. The main difference between Gtru and those proposed in [NKM09, Kou06] is that the underlying algebra can be non-commutative or even non-associative. In this paper we focus on normed division/split algebras but the proposed extension can also be adapted to some other type of algebras.
Dedekind domains has been chosen as Ntrū base ring in order to achieve an efficient algorithm for finding the inverse of an invertible polynomial in
division or split algebra finding the inverse of an element depends on finding the inverse of the norm of the element over the ground ring/field on which the algebra is defined.
First, we show that extension and generalization of Ntrū over an algebra is possible and may be useful for increasing security of the cryptosystem and also protocol design. By algebra it means a vector space V over a field F (or generally a R-module over any ring R denoted by R − algebra)
that is equipped with a bilinear map.
Let A and A be two algebras of dimension n over the commutative rings R and R respectively, equipped with a same bilinear multiplication (denoted by • : A × A → A ). Assume there exists a homomorphism ρ from the ring R into R . Evidently, there exists a homomorphism φ between two algebras A and A defined as follows
where b i 's form the basis of the R-module and x i 's are scalars in R. The multiplication in A can be determined by mean of structure coefficients via the following rule
where c i,j,k are scalars (called structure coefficients or multiplication constants) in R and must be specified such that the resulting multiplication satisfies the algebra laws. (For more comprehensive details see [Sch96] .)
Now, assume we have an algebra A which satisfies the following five conditions 1. the algebra must have an explicit rule for finding the inverse of a unit element in A. For example, for quaternions (H) or octonions (O), the inverse of a unit element x ∼ is computed by the explicit rule
, provided that it has a nonzero norm, i.e., N (x ∼ ) = 0 [CS03] . The symbol * denotes conjugate of x ∼ and N (.) : A → R is a multiplicative norm function that assigns to every elements in A a scalar in the ground ring R, as we will see in the following section.
2. the ring R should be at least a Dedekind domain; since every prime ideal is maximal and it would allow us to use the polynomial time extended Euclidean algorithm to find the inverse of a scalar in R.
3. the algebras should be alternative, i.e., a non-associative algebra in which the subalgebra generated by any two elements is associative. [Sch96, p. 17] 4. two non-trivial homomorphisms φ 1 and φ 2 should exist from algebra A into finite split algebras
where ρ is a homomorphism from ground ring of A into ground ring of A 1 (or A 2 ). Also, a non-trivial homomorphism between the ground rings of A 1 and A 2 should not exist.
5. every element in the finite split algebras A 1 and A 2 should be represented by a coset representative in A.
Based on above assumptions and definitions, we can now abstractly describe Gtru, a Ntrū-like cryptosystem beyond Dedekind domain up to alternative algebra, as follows.
Public Parameters and System Setup.
• Choose a Dedekind domain D and algebra A based on the aforementioned conditions with the ground ring R := D[x]/(x n − 1). The convolution polynomial ring R enjoys high implementation efficiency.
• Fix a prime integer N and two elements p, q ∈ D such that < p > ∩ < q >= {1} and p q .
• Define two rings
• Let A p and A q be the algebras over
/(x N −1) respectively with the same structure coefficients (i.e. algebras of same dimension and bilinear function but different underlying rings).
• Fix a set Ω of coset representatives in a way that every elements in A q could be identified with a unique coset representative in A. Also, let Λ be the set of representatives for every elements of A q in A.
• Let the sets L f , L g , L m and L φ be subsets of A. Assuming that every element x ∼ in A is represented by
x i b i , these subsets impose some constraints on the values that x i 's can take on. The constraints should be determined based on the set Λ, the probability of successful decryption and maximum bound for short vectors.
Key Generation. In order to generate the private key, two elements F ∼ and G ∼ are randomly chosen from L f and L g respectively. F ∼ must be invertible over both algebras A p and A q . In case F ∼ is non-invertible, another element can be easily generated. We call those two inverses F ∼
q will be kept secret in order to be used in the decryption process and the public key H ∼ is computed and made public as
Encryption. In the encryption process, the cryptosystem first converts the incoming message into an element M ∼ ∈ L m and generates a random element Φ ∼ ∈ L φ . The ciphertext will be computed as
Decryption, in case the algebra A is associative.
• The ciphertext E ∼ is first multiplied by the private key F ∼ on the left (right)
• In the second step, A ∼ ∈ A q are identified with its equivalent representative in Ω and all the coefficients of the scalars in
In order to recover the original message M ∼ , first multiply F ∼ • M ∼ ∈ A p on the left by F ∼ −1 p and adjust the resulting based on the representative set Λ.
Successful decryption depends on whether p.G ∼ •Φ ∼ +F ∼ •M ∼ ∈ A lie in Λ or not. Thus, the public parameters must be chosen such that the condition holds with extremely high probability.
Decryption, in case the algebra A is non-associative but alternative.
• The ciphertext E ∼ is first multiplied by the private key F ∼ on the left and then on right as follows
Now, based on the Moufang Identity [Sch96] we can rearrange parentheses as follows
• In the second step, all the scalars in A ∼ ∈ A q should be identified with its equivalent representative in Ω and reduced mod < p >
In order to recover the original message M ∼ , first multiply ( This algebraic generalization may not reveal its power at first glance, however, when we turn our attention from Dedekind domains to other algebraic structures (e.g. free modules, vector spaces, algebra and sub-algebra defined over convolution polynomial ring given that they are equipped with norm function), we may construct a new multi-dimensional public key cryptosystem with higher level of security. In the next section, this concept will be made concrete through introducing two practical examples.
Description of two cryptosystems based on R-Algebra
In this section, we will show that if algebra A be a non-commutative (like Quaternions) or nonassociative (like Octonions) algebra, then a new multi-dimensional public key cryptosystem will be emerged that is more secure against lattice attack and also provides more capability for protocol design. To the best of the our knowledge, no practical public key cryptosystem based on nonassociative algebra has ever been proposed in the literature.
A Ntrū-like cryptosystem based on Quaternions algebra
In this cryptosystem, the algebra A in the abstract algorithm described in the previous section is assumed to be quaternions non-commutative algebra. Let us call the proposed cryptosystem QTRU. Due to non-commutativity of this algebra, none of the known lattice reduction algorithms work on the QTRU lattice and naturally, the cryptosystem security increases considerably. Detailed and analytical description of the proposed cryptosystem are beyond the scope of this paper; see our report [MZM09] for further details. Similar to Ntrū we fix an integer prime N and two co-prime moduli p and q and we define algebras A, A p and A q as follows
One can easily conclude that A, A 0 and A 1 are split algebras. In other words, A, A 0 and A 1 algebras possess all characteristics of quaternion algebra, except that there are some nonzero elements whose norm is zero and naturally such elements do not have a multiplicative inverse. (See references [CS03] and [Sha08] for an introduction to quaternion algebra.)
Since encryption and decryption are taking place in a vector space of dimension four, in order to describe QTRU the following notations and symbols are required
The symbol • denotes the quaternionic multiplication and is defined as follows
where denotes the convolution product. We denote the conjugate of a quaternion
and L φ have the same definitions as defined in Ntrū (i.e. the subsets of binary or ternary polynomials with some degree of sparseness determined by the public constant d). The QTRU cryptosystem can now be described as follows.
Key Generation. In order to generate a pair of public and private keys, two small quaternion (i.e., quaternions with small norm) F ∼ and G ∼ are randomly generated.
The quaternion F ∼ must be invertible over A p and A q . The necessary and sufficient condition for F ∼ to be invertible over A p and A q is that the polynomial
. The inverses (denoted by F ∼ p and F ∼ q ) will be computed as follows.
Now, the public key, which is a quaternion, is computed as follows
The quaternions F ∼ , F ∼ p and F ∼ q will be kept secret in order to be used in the decryption phase.
Encryption. In the encryption process, the system first generates a random quaternion Φ ∼ . The plaintext must be converted into a quaternion M ∼ ∈ L m including four small polynomials. The messages could be generated from the same or four different sources but transformed into one quaternion based on a simple and pre-determined encoding scheme. The ciphertext will be computed as follows
Decryption. In the first step, the received ciphertext E ∼ is first multiplied by the private key F ∼ on the left
The coefficients of the four polynomials in the resulting quaternion must be reduced mod q into the interval (−q/2, +q/2], i.e., Ω = {−q/2 + 1, · · · , +q/2} is regarded as the set of representatives. It is apparent that in QTRU, the variance of the coefficients p.G ∼ •Φ ∼ +F ∼ •M ∼ increases by a factor of 4 and, hence, the probability for decryption failure increases. In return, constant parameters of the system, including d φ , d g , d f , q, and N , can be chosen in such a way that the decryption failure rate in QTRU remains equal to that of Ntrū.
Given the fact that quaternion algebra is a non-commutative algebraic structure, it implies that lattice-based attacks against QTRU are generally more difficult. This is because lattice theory inherently relies on the commutativity in the commutative rings while quaternionic matrices or lattices inherently possess certain complexities which do not seem to be solvable [JO05] . Quaternionic matrices have been analyzed by many researches and it seems that these matrices lack many properties that matrices over an arbitrary field (commutative ring) F (R) possess. In particular, the determinant function of quaternionic matrices is not generally well-defined. They also have different left and right eigenvalues and eigenvectors. On the other hand, the existence of inverse for a quaternionic matrix has been proven and can be calculated by a method similar to Gaussian elimination (see references [Zha97, Asl96] ). Consequently, the lack of such properties makes QTRU more resistant against lattice attacks using well-known algorithms. In our report [MZM09] we have shown that lattice attack on QTRU may be applied using two methods Partial Lattice Attack and Full Quaternionic Lattice Attack and both of the methods will not succeed in finding a short quaternion for full or partial recovery of the plaintext.
Although in totally equal circumstances (i.e., choosing the same parameters for both Ntrū and QTRU cryptosystems), QTRU seems to be about four times slower than Ntrū, one can partially compensate for the speed by reducing N and still obtain the same level of security. In addition, it can be optimized for efficiency based on the various methods proposed in [HS00] .
A Ntrū-like cryptosystem based on non-associative Octonions algebra
In this cryptosystem, called OTRU, the algebra A in the abstract algorithm described in Section 3 has been replaced by octonions non-associative algebra. Although this cryptosystem resembles to QTRU and Ntrū with regard to key generation and encryption algorithm, however, the nonassociativity of the cryptosystem algebraic structure highly improves the security.
The octonions may be regarded as a vector space of dimension 8 with the basis { 1, e 1 , e 2 , e 3 , e 4 , e 5 , e 6 , e 7 } over a field or commutative ring with a multiplication defined using the following rules
where the indices greater than 7 should be reduced mod 7.
We begin by assuming that the reader is fully familiar with the theoretical background of 
Consider two elements F ∼ and G ∼ in A, the multiplication operation is defined in the following way
G ∼ = g 0 (x) + g 1 (x)e 1 + g 2 (x)e 2 + g 3 (x)e 3 + g 4 (x)e 4 + g 5 (x)e 5 + g 6 (x)e 6 + g 7 (x)e 7
For ease of notation, the argument (x) is dropped in what follows.
Note that in the algebras A, A p and A q , scalars are polynomials in the convolution polynomial
/(x N − 1) respectively, and the operations of addition, subtraction and multiplication will be performed over the underlying ring. Let denote the conjugate and inverse of an octonion
.e i and
respectively. OTRU operates as described below.
Key Generation. Similar to QTRU, two small octonions F ∼ and G ∼ are randomly generated.
The octonion F ∼ must be invertible over A p and A q . If such an inverse does not exist (i.e., when
), a new octonion F ∼ will be generated. The inverses of F ∼ over the algebras A p and A q are denoted by F ∼ −1 p and F ∼ −1 q . The public key, which is an octonion, is computed as follows
Encryption. Initially, a random octonion Φ ∼ is generated. The incoming data must be converted into an octonion including eight polynomial in L φ . This is done according to a simple and predetermined convention. The ciphertext E ∼ is then calculated as follows
OTRU works eight times slower than Ntrū and the data are encrypted simultaneously as eight vectors.
Decryption. Since the octonions algebra is non-associative, not only the terms of (F ∼ −1 q • G ∼ ) • Φ ∼ do not commute, but also the parentheses order can not be changed, and this will reveal some problem during decryption, because one cannot simply remove the term
by multiplying F ∼ on the left. Thus, in order to decrypt, first of all, the received octonion E ∼ is multiplied on the left by the private key F ∼ and then on the right as follows
In the second step, B ∼ ∈ A q should be identified with its equivalent representative in Ω and all the coefficients in the eight polynomials should be reduced mod p. Note that the octonions algebra (contrary to that of quaternions) does not have any matrix isomorphic representation and normally lattice attack against this cryptosystem, according to the well-known methods described in [CS97] or [May99] is impossible. OTRU may be attacked merely by the Partial Lattice Attack method that was proposed by authors of this article in [MZM09] and it seems that this type of attack has no chance to succeed. A more detailed and analytical description of the OTRU cryptosystem, including the probability of successful decryption, message and key security, message expansion, optimization methods, suggested public parameters, and the system security against lattice attack will be released soon.
Conclusion
In this paper we have focused on the fact that the algebraic concepts upon which Ntrū public key cryptosystem is based are abstract concepts not limited to Dedekind domain or commutative rings.
Those concepts can be applied to broader algebras like quaternions non-commutative algebra as well as octanions non-associative algebra in order to create a new Ntrū-like cryptosystem.
In order to prove the claims proposed in this paper, first of all, we have shown that the fundamental concepts behind Ntrū could be extended and generalized in a way that would work in an algebra broader than Dedekind domains. Then an abstract construction method have been proposed, on the basis of which, a Ntrū-like cryptosystem can be correctly implemented with an algebraic structure broader and more complex than the polynomial rings over Dedekind domains.
In order to justify our claim, we have introduced two cryptosystems which have been implemented by the authors of the article. The first cryptosystem, QTRU, works based on quaternions algebra and due to its non-commutative nature, it can hardly be attacked by the existing lattice attack algorithms. The second cryptosystem, OTRU, is constructed based on the octonions algebra which is a non-associative but alternative algebraic structure and possesses a very complex and secure core.
